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Implementing best practices and high standards 
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Roles and Responsibilities
 

audit CoMMittee 
resourCes 

the Institute of Internal auditors (IIa) 
www.theiia.org 

tone at the top newsletter from the IIa 
www.theiia.org/periodicals/ 
newsletters/tone at the top 

american Institute of Certified 
Public accountants (aICPa) audit 
Committee effectiveness Center 
www.aicpa.org/audcommctr 

Committee of sponsoring 
organizations of the treadway 
Commission (Coso) 
www.coso.org 

KPMG’s audit Committee Institute 
www.kpmg.com/aci 

Moody’s Corporation 
www.moodys.com 

National association of 
Corporate directors (NaCd) 
www.nacdonline.org 

the Conference board 

over the years, the roles and 
responsibilities of  boards 
of directors — specifically, 
of  the board’s audit 

committee, if  in existence — have 
become increasingly demanding 
and scrutinized. While today’s audit 
committee must encompass a level of 
financial literacy, independence, and 
knowledge about risk management 
and internal control; individual audit 
committee members must be deeply 
committed, highly experienced, and 
fully qualified in order to effectively 
carry out their varied responsibilities. 

Among the many important roles 
the audit committee plays within an 
organization, is to provide internal 
audit oversight. This document 
focuses on a single aspect of  audit 
committee performance: its oversight 
of  quality-oriented internal audit 
activities. While — at first glance — 
this role might not appear to be 
terribly complex or time-consuming, 

reality is the antithesis of  simplicity. 
And as internal auditing’s contribution 
to effective organizational governance 
has evolved and become increasingly 
acknowledged and revered, the 
audit committee’s understanding 
of  internal audit value, processes 
and procedures, strengths and weak-
nesses, and potential has escalated 
exponentially. As such, best practice 
indicates that the audit committee 
should define in its charter the scope 
of  its relationship with the internal 
auditors, and should work to enhance 
its oversight ability — subsequently 
strengthening the internal audit activity. 

Quality-oriented audit committees 
beget quality-oriented internal audit 
activities. But the return on investment 
goes both ways. The internal auditors 
also can be an important resource 
for audit committee enhancement. 
They do this by reviewing the audit 
committee charter, providing timely 
information on new legislation and 

further consideration reveals that the regulations, and fulfilling the role of 
educator to audit committee members. 

www.conference board.org 

http:www.nacdonline.org
http:www.moodys.com
www.kpmg.com/aci
http:www.coso.org
www.aicpa.org/audcommctr
www.theiia.org/periodicals
http:www.theiia.org
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Empowerment and Expectations
 

n some organizations, internal 
auditing is not widely recognized 
for its invaluable role. It is critical 
that audit customers throughout 

the organization understand the value 
that internal auditors can bring to their 
operations by identifying opportunities 
for enhancing efficiencies and ef-
fectiveness. The audit committee, in 
concert with executive management, 
can play a critical role in empowering 
and elevating the image of the internal 
audit activity, ensuring that it is not 
misunderstood. 

By routinely communicating its value 
throughout the organization, those 
at the top can and should promote 
the importance of  the internal audit 
activity. They can position the func-
tion as fully empowered to provide 
a critical check for management, 
to be a knowledgeable provider of 
assurance and a revered consultant, 
and to add value to the organization’s 
governance, risk management, and 
internal control processes. 

10-Point 	ovERsight ChECklist
 

the audit committee engages in an open, 
transparent relationship with the chief 
audit executive (Cae). 

the audit committee reviews and approves 
the internal audit charter annually. 

as a result of discussions with the Cae, 
the audit committee has a clear 
understanding of the strengths and 
weaknesses of the organization’s internal 
control and risk management systems. 

the internal audit activity is sufficiently 
resourced with competent, objective 
internal audit professionals to carry out the 
internal audit plan, which has been reviewed 
and approved by the audit committee. 

the internal audit activity is empowered 
to be independent by its appropriate 
reporting relationships to executive 
management and the audit committee. 

the audit committee addresses with 
the Cae all issues related to internal 
audit independence and objectivity. 

the internal audit activity is quality-
oriented, and has in place a quality 
assurance and Improvement Program. 

the audit committee regularly 
communicates with the chief audit 
executive about the performance and 
improvement of the Cae and the 
internal audit activity. 

Internal audit reports are actionable, 
and audit recommendations and/or 
other improvements are satisfactorily 
implemented by management. 

the audit committee meets periodically 
with the Cae without the presence of 
management. 

to 	Provide adeQuate oversiGht of internal auditinG, 
an audit 	CoMMittee should ensure the followinG: 

1 

2 

3 

4 

5 

6 

7 

8 

9 

10 
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	internal audit Charter 

the IIa’s International standards for the 
Professional Practice of Internal auditing 
(standards) recommend defining the 
internal audit activity’s purpose, authority, 
and responsibility in a charter that is 
approved by the board. the internal audit 
charter is a useful tool for the board 
and management when evaluating the 
internal audit activity’s performance. 

Published by The insTiTuTe of inTernal audiTors 

exclusively for senior ManageMenT, boards of direcTors, and audiT coMMiTTees 

ssue 39 

May 2008

in Pursuit of consensus 

E ach year the international law firm of Weil, 

Gotshal & Manges LLP releases a list of what 

it believes to be the top issues for organizational 

governance. This edition of Tone at the Top is devoted 

to the 2008 list. In some places here, however, 

we are replacing theterm shareholder withstakeholder, as manyof our readers are ingovernment or withprivately held companies.
We also have insertedrelevant informationabout internal auditing’s

roles in the issues cited.According to Weil,Gotshal & Manges, there
likely will be increased efforts by boards of directors 

this year to engage stakeholders in less contentious, 

more cooperative interaction and communication. As 

such, stakeholders also should consider how they, in 

turn, might foster more constructive relationships with 

corporate boards.
Over the years, public activism has provided strong 

stimulus for rebalancing corporate power. This 

rebalancing has been assisted by a host of legislative, 

regulatory, listing rule and voluntary best practice 

reforms, many of which are still of fairly recent 

vintage with the full effect ot yet wholly known. This 

shift has brought gove nance practices more into line 

with the theoretical accountability of management to 

the board and of the board t the stakeholders. 

The forces for change, however, should abate once 

an appropriate balance i achieved. If not, new 

imbalance will result. It is important that we give the 

multitude of reforms a chance to settle into effect. 

Activist shareholders — and the proxy advisors they 

often rely on — need to respect that the corporation, 

by law, is managed by or under the direction of the 

board. Indeed, this legal empowerment of the board 

goes hand in hand with the limited liability that 

shareholders enjoy.
The fundamental role of shareholders in corporate 

governance is to assure that the board of directorsis composed of persons
capable of managingand directing in the best

interests of the company
and its shareholders.Boards should expect

continuing pressure fromshareholders for rights
designed to providethis assurance. Boardsare well-advised to beopen to shareholdercommunications on 

topics that bear on board quality and attention to 

shareholder value — communications that are likely 

to improve mutual understanding and avoid needless 

confrontation.
Gone are the days when stakeholders can broadly 

claim that boards are inactive, inattentive, and 

intractable, or captives of management.
The new reality is that boards are already engaged in 

an unprecedented level of dialogue with stakeholders, 

and many show real interest in finding ways to 

further such communication. Certainly, boards and 

management have come a long way in recognizing 

that all of an organization’s stakeholders have a very 

legitimate interest in how it is governed. The quid 

pro quo on the stakeholder side is to make rational 

decisions based on knowledge of the nuances; to 

avoid rigid, box-ticking methods of judging good 

governance; and to avoid activism for activism’s sake. 

Every board should have reasonable assurance that the 

information it has depicts the reality of the business 

in its fullest dimension. When this occurs, overall 

better communication can result because the board 

PubliShed by The inSTiTuTe of inTernAl AudiTorS 

exCluSively for Senior MAnAgeMenT, boArdS of direCTorS, And AudiT CoMMiTTeeS 

ssue 40 
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Combating the risky 

business of fraud 

No organization is exempt from fraud risks. Large 

frauds have led to the downfall of entire organizations, 

massive investment losses, significant legal costs, 

i n c a r c e r
 a t i o n o f 

k e y i n d i
 v i d u a l s , 

a n d e r o s
 i o n o f c o

 n fi d e n c e
 

in capital markets. Publicized fraudulent behavior by key 

executives has negatively impacted the reputations, brands, 

and images of many organizations around the globe. 

Regulations such as the 1977 U.S. Foreign Corrupt 

Practices Act, the 1997 Organization for Economic 

Cooperation and Development Anti-Bribery Convention, 

the U.S. Sarbanes-Oxley Act of 2002, the 2005 U.S. Federal 

Sentencing Guidelines, and similar legislation throughout 

the world have increased management’s responsibility of 

fraud risk management. 

Reactions to recent corporate scandals have led the public 

and stakeholders to expect organizations to take a “no-

fraud-tolerance” attitude. Good governance principles 

demand that the board or equivalent oversight body 

ensures ethical behavior regardless of the organization’s 

status, sector, size, or industry. Surprisingly enough, 

historical records indicate that most major frauds are 

perpetrated by senior management in collusion with other 

employees. Vigilant handling of fraud cases within an 

organization sends clear signals to the public, stakeholders, 

and regulators about the attitude of those at the top — 

management and the board — toward fraud risks. 

Only through diligent and ongoing efforts can an 

organization protect itself against significant acts of 

fraud. Recently, The Institute of Internal Auditors (IIA), 

t h e A m e
 r i c a n I n

 s t i t u t e o
 f C e r t i fi

 e d P u b l
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(ACFE) produced “Managing the Business Risk of Fraud: 

A P r a c t
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 d e , ” w h
 i c h d e l i 

n e a t e s fi
 v e p r i n c

 i p l e s f o r
 

boards and management to consider as they attempt to 

protect their organizations from fraud. 

Fraud is any intentional act or omission 

designed to deceive others, resulting in 

the victim suffering a loss and/or the 

perpetrator achieving a gain. 

All levels of personnel throughout the organization, 

including management, staff, internal audito
n

r

o

s

rs, and 

external auditors have responsibility for dealing 

with fraud risk. Based on its size and circumstances, 

each organization should assess the degree of 

emphasis to place on fraud risk management. 

However, everyone in the organization should 

understand and be able to answer these questions: 

• How is the organization responding to 

heightened regulations and close scrutiny by 

the public and the stakeholders? 

• What form of fraud risk management program 

does the organization have in place? 

•	 How does the organization identify fraud risks? 

•	 What is being done within the company to better 

prevent fraud, or at least detect it sooner? 

•	 What process is in place to investigate fraud and 

take corrective action? 

definition of 
internal auditinG 

Internal auditing is an independent, 
objective assurance and consulting 
activity designed to add value and 
improve an organization’s operations. 
It helps an organization accomplish its 
objectives by bringing a systematic, 
disciplined approach to evaluate and 
improve the effectiveness of risk 
management, control, and governance 
processes. 

reporting to executive management 
and having direct access to the audit 
committee well positions the internal 
audit activity within an organization. 
Internal audit independence is furthered 
by periodic private meetings between 
the audit committee and the Cae, during 
which time sensitive issues are discussed, 
without management’s presence. 

sharinG	 the vision PlanninG	ahead 

The audit committee and the CAE Although insight provided by the audit 
should agree on the internal audit committee during the development 
charter. This requires them to share of  the internal audit plan can be 
the same vision in regard to the 
internal auditors’ scope of  work, in-
cluding how their attention and focus 
will be divided among assurance and 
consulting; operational, financial, 
and compliance auditing; and issues 
related to risk management, internal 
control, and ethics. This also requires 
agreement as to the internal auditors’ 
role, as described in The IIA’s official 
definition of  internal auditing; as well 

BEst PRaCtiCEs<BEst PRaCtiCEs< 

invaluable to the internal auditors, 
a well-developed and implemented 
plan also can bring great value to 
the committee in its oversight role. 
Audit committee members can 
review the scope, determine whether 
the internal audit plan addresses 
previously identified areas of  risk, 
recommend changes to internal audit 
activities, and determine whether 
the plan supports the objectives of 

management and the board. Once 
this is determined, a budget must be 
developed to accommodate the audit 
plan. The IIA recommends that the 
budget be reviewed and approved by 
the audit committee. 

CoMMuniCatinG	 CritiCal 

Few components of  oversight are as 
critical to effective and successful 
audit committee oversight of  internal 
auditing as is two-way communication 
with the internal audit activity. 
Because of  their position and role 
within an organization, internal 
auditors possess a good and objective 
understanding of  the culture, system 
of  internal control, operations, and 
industry. Hence, the audit committee 
should rely upon them for important 
information about the organization’s 
control environment and processes, 
including significant control process 
issues, potential improvements, and 
resolution; as well as the overall 
adequacy of  internal controls. 

as ensuring the internal auditors have 
the authority to access all company 
employees and to examine all com-
pany records and physical assets. 

To provide effective internal audit 
oversight requires the audit committee 
to have an in-depth understanding of 
the business, the associated risks, inforMation 
and the internal control environment. 
The audit committee also must be 
diligent in reinforcing the importance 
of  internal audit independence, as 
well as the CAE’s accountability to 
senior management and the audit 
committee. Once the vision is aligned 
and the internal audit charter is in 
place, the audit committee periodically 
should assess the organizational 
structure to ensure the internal audit 
activity has the resources and skill 
sets necessary to effectively and 
efficiently accomplish its goals. 
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Specifically, the audit committee 
should ensure the lines of  comm- 
unication are open with the internal 
auditors to discuss significant issues 
that have been brought to the  
attention of  management and the 
resulting responses. Should manage-
ment place limitations on the scope 
of  internal audit processes that have 
been authorized by the charter, the 
audit committee should be informed 
by the CAE. Such discussions will 
provide valuable information that will 
help the audit committee in its role of  
management oversight. 

discussion include the reliability of  
operational information, safeguarding 
of  assets, appropriate disclosures, 
and  compliance  with  contracts,  regula-
tions, and laws. And because of  their 
extensive knowledge and based on 
their observations of  accounting 
decisions, policies, and any complex 
or unusual events, transactions, and 
operations, the internal auditors also 
can help the audit committee evaluate 
various policies and practices. 

The internal auditors should report 
to the committee risks that could 
hamper the achievement of  strategic 
and operational objectives, and 
fraud risks that involve or could 
involve management or others 
who play a significant role 
in the internal controls. 
Other important areas for 

a	 DiffEREnt 		
PERsPECtivE 

Full-time  internal  auditors  have  an 
advantage  of  witnessing  the  entire  fiscal 
year  with  an  ongoing  view  of  revenue  
and  expense  cycles.  they  can  bring  to 
executive  management  and  the  audit 
committee  an  up-close  and  personal  
perspective  on  the  results  of  the 
organization’s  operations  as  reflected  in 
the  financial  statements.  by  doing  so,  
the  internal  auditors  can  be  an  invaluable 
resource  to  the  audit  committee  in  its 
oversight  role  for  financial  completeness, 
accuracy,  and  disclosure. 



 
     

 

      
     

 

       
   

       
    

      
   

    
   

     
 

     

      

      
   

     
   

       
   

      
     

  
 

      
    

   
    

    
 

      
   

     
   
  

      
    

     

	 	

	 	 	 	 	 	 	 	 		
	 	 	 	 	 	 	

   
     

       
      
     

   
   

     
     

   

		
 

     
  -

     
   

    
    

   
     

  —   
     

   —   
    

  
      

     
    

  

Quality of Internal Audit Performance
 

overseeinG	 Quality 

Inherent in the audit committee 
charter is its responsibility for 
monitoring and reviewing the 
performance of  the internal audit 
activity. Because the input of  the 
internal auditors is so critical to 
the success — and potentially, the 
very survival — of an organization, 
it is important for the audit 
committee to have a clear picture 
of  the internal audit activity’s 
performance, and ensure that it 
is functioning well. 

Clearly, the CAE should report 
to the audit committee on the 
performance of  the audit plan. 
But this is not sufficient to ensure 
quality of  the entire internal 
audit activity. Every internal audit 
activity, regardless of  size, should 
have in place a Quality Assurance 

settinG	 the 	standard 

as the internal audit profession’s 
trustworthy global guidance setting 
body, the Institute of Internal auditors 
(IIa) promulgates the International 
standards for the Professional Practice 
of Internal auditing (standards). 
Professional internal audit activities 
work in conformance with the 
standards, which along with the 
definition of Internal auditing and the 
Code of ethics are a mandatory 
component of the International 
Professional Practice Framework 
(IPPF). Included in the standards is a 
mandate for internal audit activities to 
obtain an external quality assessment 
every five years. 

imPoRtant QuEstions 	to ask
 

does the internal audit activity have 
in place a quality assurance and 
Improvement Program? 

Has the activity performed its work in 
accordance with its charter? 

do the internal auditors adhere to 
the IIa’s Code of ethics? 

are the internal audits conducted in 
conformance with the International 
standards for the Professional 
Practice of Internal auditing? 

does the activity operate effectively 
and efficiently? 

Is the staff size adequate? 

are the existing skill sets appropriate? 

does the activity contribute to the 
improvement of organizational 
operations, and is it perceived by 
stakeholders to add value? 

does the activity have the tools and 
other resources it needs? 

does the activity engage in ongoing 
internal reviews and analysis of 
supervision, documentation, policies, 
and procedures? 

does the activity engage in 
periodic reviews that include 
customer surveys, risk assessments, 
work paper reviews, review and 
analysis of performance metrics, and 
best-practice benchmarking? 

do members of the team participate 
in professional development training? 

Have team members acquired 
professional designations that 
demonstrate their competency? 

Has the internal audit activity obtained 
an independent external quality 
assessment within the past five years? 

Questions that should 	Be answered in order to adeQuately 	GauGe and 	Provide 
to varied stakeholders reasonaBle assuranCe of internal audit 	Quality: 

and Improvement Program. Not 
only does such a program help 
ensure the activity is on the path to 
optimal quality, but it also sets an 
example of excellence for all audit 
customers and stakeholders, by 
demonstrating the activity’s commit-
ment to confronting areas in need 
of improvement, and taking steps to 
make the requisite changes. 

auditinG	 the 
internal 	auditors 

The internal audit activity is a part 
of  an organization’s risk universe, 

and should be assessed. Although 
the audit committee clearly is 
responsible for internal audit 
oversight, it is not the committee’s 
role to “audit” the activity. The 
audit committee’s oversight is at a 
much higher level. So who audits 
the internal auditors? That is the 
role of  the external quality assess-
ment (QA) team — an independent 
group of  professionals who are 
well-versed in best internal audit 
practices, under the leadership of 
an experienced and professional 
project manager. 
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The objectives of  an external QA 
team are to evaluate the efficiency 
and effectiveness of  the internal audit 
activity within the organization, to 
make best-practice recommendations 
for improvement, and to determine 
whether the activity is in conformance 
with the Standards. This is especially 
important, as it sends the message to 
everyone that the internal audit activity 
systematically submits itself  to the 
same level of  scrutiny that the rest of 
the organization undergoes through 
internal audits. This represents the 
internal audit activity’s commitment 
to excellence and dedication to quality. 

In addition, the external QA validates — 
for the CAE, executive management, 
and the audit committee — the level 
of  the internal audit activity’s per-
formance. It also provides assurance 
that enables the audit committee to 
report to the board with the highest 
level of confidence that internal audit-
ing is functioning as it should. 

rest 	assured 

The CAE’s reports on the status of 
the activity’s Quality Assurance and 
Improvement Program should provide 
to the audit committee assurance of 
the internal audit activity’s quality. 
This assurance is derived from a 
variety of sources: 

Internal assessments — periodic 
and ongoing feedback on what’s 
working and what gaps need to 
be filled to ensure effectiveness, 
efficiency, economy, and confor-
mance with the Standards. 

Quality 	resourCes 

on the IIa’s Web site at www.theiia.org/quality are a 
variety of resources for improving quality internal 
auditing, including a quality Maturity Model and 
overview of what is entailed in a quality assurance and 
Improvement Program. “the Path to quality” provides 
a step-by-step guide for getting to the next level. 

Action plans — documenting 

action needed and steps taken 

to fix issues and align goals and 

objectives in a changing environment 

with competing priorities.
 

External QAs — independent 

validation that what you are hearing 

from the CAE about the activity 

is accurate. 


External auditors — the level to 

which they are comfortable relying 

on the work of  the internal audit 

activity.
 

By establishing an open and trusting 
relationship with the CAE, clearly 
delineating your expectations of the 
internal auditors, being attentive to all 
reports provided, and asking the right 
questions, you and the entire audit 
committee can stay up to date on the 
internal audit activity. Following these 
practices will help ensure that the CAE 
has the tools, resources, and support 
necessary for optimal performance. 
It also will help keep you informed 
about the quality of your internal audit 
activity. And when it comes to effective 
organizational governance and over-
sight, this level of knowledge will go a 
long way toward ensuring you don’t lie 
awake worrying at night! 

www.theiia.org/quality


 

	
		

	
     

      
   

    
       

     

	 	 	 	
     

     
    

   

	 		 	
	 	 	 		 	
	 	 		 	
	 	
         

     
     

      

	
        

       
    

    
   

        
  

	 	
      

    

	
    

    
 

	
           

    
    

   

	 	 	 	

	 	 	 	 	 	 	 	 	 	
	 	 	 	 	 	 	 	 	 	
	 	 	 	 	 	 	 	 	 	

	 	 	 	 	 	 	 	 	 		
	 	 	 	 		

	 	 	 	 	 	 	 	 	 	 	 	
	 	 	 	 	 	 	 	 	 	 	 	

	 	 	 	

	 	 	 	 	 	

BEnEfits of ExtERnal Quality assEssmEnts
 

JCPenney 
“additional benefits qualified external 
parties can bring to your audit function 
include experiences, leading practices, 
and value-added processes they have 
been exposed to as a result of conducting 
qas for other internal audit shops.” 

MerCk & Co. 
“external quality assessments provide ... 
a critical opportunity to benchmark Merck 
against other companies following the 
same standards and guidelines.” 

China 	national 	offshore 
oil CoMPany and 	shell 
PetroCheMiCals Co. 	ltd. 
(CsPC) 
“through the qa process ... we have 
embedded quality into the mindset and 
daily operations of our internal audit 
activity, and the company as a whole.” 

Post 	denMark 
“We received great benefit from having 
an independent validator from the IIa 
challenging us on our processes. 
Moreover, the validator facilitated fruitful 
discussions with executive management 
and the chairman of the board on the role 
of our function.” 

GruPo BanColoMBia 
“external quality assessments have been 
crucial in our continuous improvement 
process.” 

dell 	inC. 
“quality assessment programs are 
foundational to performing and sustaining 
high-quality production.” 

dyneGy, 	inC. 
“to really benefit from a qa ... it is 
important to acknowledge your identified 
shortcomings and develop and implement 
plans to rectify them.” 

s the internal audit profession’s recognized authority, the iia promulgates 
the accepted global methodology for assessing internal audit quality. the 
iia also provides cost-effective external Qa services to help organizations 
validate and strengthen their internal audit activities, and enhance their 

effectiveness, efficiency, and best-practice implementation. 

in addition to ensuring the internal audit activity’s conformance with the international 
standards for the Professional Practice of internal auditing, the benefits of external 
quality assessments are well documented. 

a 

full 	Context of testiMonials is availaBle at www.theiia.orG/Quality. 
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